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ABSTRACT

Biometrics has long being touted as a powerful tiwol solving identification and authentication issufor
immigration and customs, forensics, physical anshmater security. In real world situations, unimodaimetric systems
repeatedly face significant restrictions due tosaoin sensed data, spoof attacks, lack of disteetss, data quality,
restricted degree of freedom, non-universality, atiter factors. Multimodal biometric systems areduso increase the
performance as well as better security that maybradchievable by using unimodal biometrics. Gdlier, Gabor filter
bank, Gabor transform and Gabor wavelet are widapplied to image processing, computer vision andtepa
recognition. This Gabor function can provide acturi@me-frequency location. In this paper we prebs theoretical
Novel approach for multimodal biometric system fi@rsonal authentication in which features are ete¢chfrom different
biometric traits like — palm print, iris, and fingerint. The features extracted using Gabor filfeosn multiple biometrics
are combined at feature level and to perform auttetion, a classifier SVM is used to classify taimed identity as

genuine or imposter.
KEYWORDS: Feature Level FusioGabor Filter, Multibiometrics, Support Vector Machs
INTRODUCTION

Biometrics is the science of determining the idgnbof a person based on the physiological / behawgio
characteristics of the individual. A person canithentified by using biometrics based on ‘what yoe’ aather than
‘what you possess’ such as ID card or ‘what youeemer’ such as password [1]. Biometrics are incateal in many
different applications because of the need forabdi user authentication techniques has increasetthei wake of
heightened concerns about security, and rapid aggam communication, networking and mobility [4B].variety of
biometric characteristics including face, fingenpripalm print, iris, retina, signature, gait, elaand vein, voice pattern,
odor or DNA are being used in various applicatidfech biometric has its merits and demerits. Tloeeetthe selection of
a biometric trait depends on several issues otfi@n matching performance. [45] have identified sdadors that

determine the suitability of biometric trait.

Now a day in a real world, fingerprint, face, inmlm print, and retina have been highly explokdand — based
biometric has many advantages over other biometrickiding small feature size, low cost of comptita as a result of
using low resolution images, and it has higher us=reptance and is more user friendly [palm auitetidn 6, 28].
The most evident structural characteristic of adprint is a pattern of interleaveiiges andvalleys in a fingerprint

image, ridges (also called ridge lines) are darlenwhs valleys are bright. Fingerprints will offerediable means of

This article can be downloaded fromwww.impactjournals.us |




| 56 P. Aruna Kumari & G. Jaya Suma |

personal authentication [6]. However due to theohfematic skin or physical work, some people may mave clear

fingerprints.

Among the present biometric traits, iris has highuracy and most reliable due to unique structtich, texture
of iris patterns, persistence of features throufghtime of an individual [2]. The iris of an eyg the annular part between
the black pupil and the white sclera (Figure.l)erEhare lots of irregular small blobs, such askles; coronas, stripes,
furrows and crypts, etc., overlaying on the irigiom. The spatial distribution of these blocks hie fris is also random.
Such randomly distributed and irregular blocks titute the most distinguishing characteristics dfe tiris
[biometric authentication by david22]. The visuakture of the iris is formed during fetal developrmand stabilizes

during the first two years of life [1]. Each irs unique and even identical twins have different.

In recent times, palm print has acknowledged moreentration. A palm print contains rich distinetarmation
like ridges, wrinkles, principle lines. When comgeéitto other biometrics palm print has several athges: (i) higher user

acceptance (ii) stable line features (iii) low-fegion imaging (iv) low intrusiveness.

No single biometric is expected to effectively makthe requirements (e.g. cost, accuracy, praliyy imposed
by all applications. The performance of biometgistem using single trait is constrained by sevietors. For example,
if the face modality is used the upper limit on geformance will be based on the number of idahtwins. Similarly,
if the voice biometric is used, the performancéinsted by the number of persons who are unablsp@ak coherently.
This inherent limitation can be alleviated by figsithe information presented by multiple sources. &ample, the face
and fingerprint traits, or multiple images of tlaeé, or fingerprint and palm print, or the fingémgs of the right and left
index fingers of a person may be used togetheesolve the identity of an individual. In biometriasperson can be
represented in feature space, which can be expdndadion. This fusion increases the number oividdials that can be
effectively enrolled in a certain personal idectifion system. A multi biometric system or multimmbdiometric system is
a system that integrates the evidence presentaduttiple biometric sources. Due to the presencenolftiple pieces of
evidence, these systems are expected to be masblee(Hong et al., 1999). Multi biometrics alletda some of the
limitations of unibiometric systems by combininge thvidence presented by multiple biometric sour€as information
fusion can enhance the matching accuracy of a nitoig system. Thus, a properly designed multi bétnic system have
several advantages over unibiometric systems likgroavement in matching accuracy, increase populatioverage,

addresses the issue of non-universality and thelgmoof noisy data, diminish spoofing activities.

Therefore, in order to increase the performancéhefautomated system, it is advisable to go fortimadal
biometrics. Multimodal biometric techniques haveaatted much attention as the additional informmatietween different

biometric could get better recognition performance.
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Figure 1: Basic Block Diagram of Biometric System
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A Multi biometrics authentication system consistshe following steps: Image capturing, pre-progegsfeature
extraction, feature fusion and matching. Imagesapgured by using sensors. At pre-processing giagmove noise and

unwanted area from the image is enhanced. Feattraxgon step retrieves the features from the ienag

Feature extraction of palm print, iris and fingénpiare different. By using Gabor filter featuremde extracted
from three modalities. After feature extractionsiin takes place to combine the different featares stored in database
as template. A matching algorithm is used to compghe template of the claimed identity with therstbone in the

database.
RELATED WORK

Biometric based recognition is more popular andimgtvide acceptance in different areas. In biometystems,
for identification initially image has to be captdr Pre processing is support to be done as imitégd. In real world
situation, due to the environmental conditionsithage may be blurred. With wise in this situatiogcd pre processing
method is required. Fingerprint image can be smeywt by using Low pass filters like Gaussian. [h3Bort Time
Fourier Transform (STFT) analysis is adopted initamlito Gaussian filter to increase the qualitytiod fingerprint image.
Sometimes a number of false minutiae may presentiriarized finger print image. In [4] detailed ppeocessing is

specified to remove false minutiae.

Iris Pre processing includes localization, nornalan and enhancement. To localize the iris imagegro
differential operator (IDO) is proposed [2]. Houghnsform technique is used to localize iris [®}7] proposed simple
filtering and histogram operations for iris segnatioin. [8] Locates iris inner boundary by deployiwgvelet transform
and for outer boundary Daugman'’s IDO is appliedioBe feature extraction, it is essential to obtamimage from the
captured palm print image by eliminating the vaoias caused by rotations and translations or rahigeto environmental

conditions. The five steps to pre-process the galnt image is discussed in[9].

After pre processing, features are extracted froagies. In literature [10] minutiae extraction altyon is applied
to fingerprint images of either good or poor qualjtt1] used Gabor filter to extract features fréingerprint. Palm print
analysis using Gabor filters [12], wavelets [18kdl texture energy [15] and Fourier Transform [hd$ been proposed in
literature. There are several methods proposedifofeature extraction in literature. Several wotksed Gabor filter [2]

[5] [16], Zero crossing wavelet transform [17], llagan — of- Gaussian filter [18], etc, for irisaferre extraction.

In Multi biometric systems, features from differdribmetrics are combined at any level like senewell, feature
level, matching score level, decision level. Pahntpand iris are combined in feature level [19])slon at matching score
level is used in [20]. So feature level fusion givgetter performance [21]. As different fusion noeth are available,
the comparison of these methods is presented ih [2icrete Wavelet Transform (DWT) and Principabn@onent
Analysis(PCA), Morphological processing and Comboraof DWT with PCA and Morphological techniqueavie been
popular fusion of image[23][24][25].

Matching is the process of calculating the degresimilarity between the input test image and tirgnimage
from database. Matching can be performed in thregysw Hierarchical approach, classification and odi
The classification is combining of the cluster figes between test image and trained image. KNddifir [19], nearest

neighbour classifier (1-NN) [26] is some classHieised in literature.
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A block diagram of basic biometric system showrrigurel. Bellow steps give a brief summary aboffedént

steps in proposed system.
* Input palm print, finger print and iris image agun.
» Select the features from palm print, iris, fingenpusing Gabor filter.

» The features are combined by Discrete Wavelet Toams(DWT), Principal Component Analysis (PCA) &
Independent Component Analysis (ICA).

e Support Vector Machine is used for image classifica
METHODOLOGY

The basic block diagram of the proposed methotiasva in Figure 2. Proposed system for multimodahi@tric
based personal authentication focuses on the &edduel fusion. This methodology has the benefiexloiting more
amount of information from each biometric. Figuredinprises of pre-processing, feature extractiosioh and matching.

The unwanted data in the input image is removd@kr@processing.

Feature extraction is done using Minutiae extractior fingerprint and Local Binary Pattern for pajmint.
Fusion is done using the Discrete Wavelet transfolRrincipal Component Analysis and Independent Gorept
Analysis. At the enrollment stage these fused irmage stored in the database. At the authenticatage, the above steps

are again done for Iris, palm print and fingerpimages.

With the templates of the database, these featamesthen compared to produce the output. By udhag t
SVM matching is done. Combining multiple biometsigstems reduces error rates and improves accufaeyproposed
system overcomes the limitations of unimodal systamd also meets the accuracy requirements. Thdsdet the steps

in the proposed system are described in the foligwiections.
Preprocessing

The image is pre-processed to reduce the noissemdar reflections as much as possible to imptogejuality

of the image. To make single image size, all imagast be normalized. This is the first step of pr@cessing.

Fingerprint Preprocessing: Apply a low-pass filter for fingerprint images. The threshold Jis used to convert

the original image into binary image. Mathematigathis transformation is represented as
B(x, y) = 1if O(x, y)*L(x, y)= Ty, (1)
B(x,y) = 0if O(X, y)*L(x, y) < T,, 2)

Where B(x, y) and O(x, y) are the binary image &mel original image, L(X, y) is a low pass filteych as
Gaussian and * represents an operator of convalufiben, compute fingerprint skeleton from binanage by using a
thinning algorithm [26-27].

Before applying thinning to binary image severalht@ques are proposed [4] to avoid a number ofispsr
minutiae in the skeleton images which are introdudee to the misconnections and the isolated regfbale, dot, and

island) in the binary images.
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Figure 2: Proposed Multimodal Authentication System

Palmprint Preprocessing: By using the pre processing method [29] for palintpwbtain a sub-image from the
original image to eliminate the variations causgddiation and translation. In first step, applwlpass filter to palm print
image like fingerprint to get binary image. Then lsing boundary tracking algorithm extract the ktames of holes,
(Fix, Fiy) (i = 1; 2). The start points, (58y), and end points, (EXEy) of the holes are then marked in the process.
In Step 3, Compute the centre of gravity, (@), of each hole. Then construct a line passes gfiraentre of gravity
and the midpoint of start and end points. Basedhegre lines, two key points,,(k;) can be detected. In the next step,
Line up k and k to get Y-axis of the palm print coordinate syst@nd make a line through their mid point to detemmin
the origin of the coordinate system. This coordingtstem can align different palm print imagedast step, extract sub
image with fixed size on the basis of coordinatstey, which is located at particular part of thérparint for feature

extraction.

Iris Preprocessing: Irises of different images from the same eye mayvhgable due to pupil dilation,
camera-to-eye distance, head tilt, and eye rotatitinn its socket. Therefore, before feature estiry the original image
needs to be pre-processed to localize and normtléz@is. In Iris pre processing, reduce the papjlarea to pure black,
in order to properly recognize the inner papillagundary and remove bright flashes present inrtizgge. Location of the
pupil and outer iris boundaries is the first stageis pre processing. By image segmentationisridetected and extracted
from an eye image. Segmentation of iris dependtherguality of the eye images. An automatic segatemt algorithm

based on the circular Hough transform [30] is used.
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The Hough transform is defined as

H(xe, ye,m) = ;’lzlh( Xj» Yj» Xe» Yer ') 3)
Where,

1,ifg((x-,y-,x » Y ,T')
h( 25,3 % yerr) = { 0 oti]zer]wisce i A

Due to the dilation and constriction of the humaupip the radial size of the iris varies under eiiént
illumination conditions and in response to physiidal factors. Such elastic deformation in irishaififect the result of iris
matching. In order to compensate this deformatioomormalization process is needed to transformdbated iris into
fixed dimension. In next step segmented iris ismalized. The normalization process produce arréggon, which have
the same constant dimensions, so that two imagdkeotame iris under different conditions will haskearacteristic

features at the same spatial location.
Feature Extraction

Feature extraction is a key process where two déineal image is converted to a set of mathematical
parameters. Gabor filter-based features have beecessfully and widely applied to texture segméonaf31], face
recognition [32], handwriting recognition [33] afidgerprint enhancement [34This is because the characteristics of the

Gabor filter, especially the frequency and orientatepresentations, are similar to those of thedmvisual system [35].

A circular 2-D Gabor filter in the spatial domaiashthe following general form

2 +y2

G, v,0, u,0) =ﬁ exp {— ngz } X exp{2mi(ux cos 6 + uysin )}, 4

where i='-1; u is the frequency of the sinusoidal wa@egontrols the orientation of the function aads the
standard deviation of the Gaussian envelope. litiaddo accurate time-frequency location, theyogbsovide robustness

against varying brightness and contrast of images.

By using the method proposed in [11] minutiae atteaeted from fingerprint using Gabor filter. Th@gihe/sine
form and the sinusoidal-shape of Gabor filtersugable for modelling ridge/valley structures ando®thing out noise,
respectively. In fact, a Gabor function, G(x,8, u, ) with a special set of parametets ©, u), is transformed into a
discrete Gabor filter, G[x, ¥9, u, c]. In order to provide more robustness to brightnéise Gabor filter is turned to zero
DC (direct current) with the application of thelfaling formula:

Yoo Z}L_n G[1j,0,0]
(2n+1)2

G [x,v,0,u,0] =G[x,V,0, u,c] - ©)

where (2n+1) is the size of the filter. In fact, the imagingrgrt of the Gabor filter automatically has zero DC
because of odd symmetry. This adjusted Gabor fitdr convolute with a sub-image defined in pre gessing.

The sample point in the filtered image is codetivo bits, (B, ), by the following inequalities,

b,=1ifRef [x,y,0,u,a]*1]>0, (6)
b = 0 if Re[€ [x,y,0,1,0] * 1]<0, )
by =1ifIm[G [x,y,0,u,0]*1]>0, 8)
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by =0if Im[G [x,y,0,u,0]* 1]<0, 9)

where | is the sub-image of a palm print. Using tboding method, only the phase information in pahint
images is stored in the feature vector. The sizh®feature is 256 bytes. This texture featureaetbn method has been

applied to iris feature extraction [2].
Feature Fusion

The various levels of fusion in biometric systeras done by combination of two or more biometrigtérare:
(i) pixel level fusion (ii) feature level fusioniifi matching score level fusion (iv) decision levakion. In feature level
fusion, the feature vectors are extracted fromedsifit biometric traits which are combined into nfature vector.
The new feature vector contains richer informatidren compared to information after fusion by apmdybther fusion

techniques. From large set of features, valualaitifes can be extracted by using feature redutgimiques.
Various methods have been developed for fusion.eSafithem are:
* Intensity-hue-saturation (IHS) transform baseddunsi
e Principal Component Analysis (PCA) based fusion,

e Multi scale transform based fusion- which is catemgml into several methods. They are (a) High-fitssing
method, (b) Pyramid method, which is classifiedip&aussian pyramid, (i) Laplacian Pyramid, (iGradient
pyramid, (iv) Morphological pyramid, (v) Ratio obw pass pyramid, (vi) Contrast pyramid., (c) Watele
transform- different wavelet based fusion technigaee (i) Discrete wavelet transform (DWT), (ijaBonary
wavelet transform, (iii) Dual tree discrete waveietnsform, (iv) Lifting wavelet transform, (v) Mi#wavelet

transform, and (d) Curvelet transform.
» Biologically inspired information fusion

« Arithmetic combinations, various fusion methodstiis technique are (a) Brovey transform, (b) Sytithe

variable ratio technique, (c) Ratio enhancemeritrigpie.
e Total probability density fusion

As different fusion methods are available, the cangon of these methods is presented in [35]. BtsecWavelet
Transform (DWT) and Principal Component AnalysisffCMorphological processing and Combination of DWiith
PCA and Morphological techniques have been popfdarfusion of image[36][37][38]. These methods ateown to
perform much better. Here to fuse three biometradatities, a combination of DWT, PCA and ICA is ds&vhich is

expected to give better performance.
Support Vector Machines

In Biometrics identification is more computatiorahd time demanding one when compared to the igentit
verification. Therefore a more specialized clasatibn-based biometric system should be approaicherter not only to
achieve the desired performance improvement, laat &l decrease the execution time. Commonly usaskifiers for
different biometrics are Gaussian mixture modelksebaclassifiers, neural networks and KNN clasgfieBtatistical

learning theory has the ability to absorb bothwhgability and the similarity between patternspfart Vector Machine
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(SVM) is a powerful learning tool based on statatilearning theory and Machine learning. SVM hagesior results in
various classification and pattern recognition fpeots [39, 40]. For several pattern classificatiqgpplecations, SVM
provides better generalization performance tharveotional techniques especially when the numbenmit variables is

large [41, 42]. With this purpose in mind, we ew@d the SVM for our fused feature vector.

The standard SVM takes a set of input data. It pgealictive algorithm to pinpoint the class to whibe input
belongs. This makes the SVM a non-probabilistiabjriinear classifier [43] which makes its decislmynconstructing a
linear decision boundary or hyper plane that optyrseparate data points of the two classes inufealhyperspace and
also makes the margin maximized. SVMs have manpradges over Neural Networks. ANN are prone toddmeger of
over training [44] resulting in a solution overtdit to the database being worked on. This could feaverly optimistic

results and accuracy outcomes. It has been foidstMiMs are comparatively faster to train than ANNs
CONCLUSIONS

Multi biometric systems are more resistive towasgeof attacks and gives good performance when cadpa
unibiometric counterpart. In this paper, we progbadheoretical approach for personal authentioatibich is evaluated
using multimodal biometrics — the fusion of fingenp, palm print and iris at feature level. Biomesr trait like iris is
internal part of human and is less prone to damblgey can be employed with other biometric trake fingerprint, palm
print in high security applications. Proposed systextracts Gabor texture from pre processed irmpprint and
fingerprint image. The extracted features are fussidg a wavelet based feature fusion techniquatuFes taken from
different biometric traits are in different sizdherefore, we propose discrete wavelet-based fusicmiques for feature
level fusion in combination with PCA & ICA. The fute work will involve evaluation of feature levalsion being

developed for different fingerprint, palm print aind databases in terms of false accept ratese faject rates.
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